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ABSTRACT 

Introduction  

Electronic and mobile digital health (eHealth, mHealth) are fast developing fields from which a large 

number of digital software tools are implemented. The 2014-15 Ebola Virus Disease (EVD) outbreak 

identified gaps that revealed a lack of a summary of tools that were available and used based on the 

functionalities they offered. It was essential to identify the most promising methodologies and tools 

guided for further development. Equipping health workers with the right user-centric software tools 

and efficiently following them up provides a framework that creates acceptance and intrinsically 

motivates them to use the tool for their daily work.  For any tool to be classified a global goods, it must 

be globally useful, acceptable to the community. It must have the ability to dynamically mature with 

the users’ perception and increasing needs. Surveillance Outbreak Response Management and 

Analysis System (SORMAS) is an open-source mobile and web application software developed to 

enable health workers to notify about new cases of epidemic-prone diseases, detect outbreaks and 

manage the response at the same time. The primary aim of the thesis is to systematically assess 

SORMAS in comparison to other related tools in terms of functionality and technical characteristics, 

evaluate how end-user health workers in Nigeria perceive, accept, use it, and to assess to what extent 

the tool is mature in the context of global goods.  

Methods  

Following the PRISMA guidelines, we searched for all reports on mHealth tools developed in the 

context of the 2014-15 EVD outbreak. Using a four-eye approach, we selected relevant publications 

utilizing a search strategy from Google scholar and MEDLINE. We applied a standardized extraction 

form to identify tools that contained surveillance, case management, laboratory data management, 

and contact tracing functionalities. We conducted a 4-week pilot and eight week-implementation of 

SORMAS among hospital informants in Kano state, Nigeria, in 2015 and 2018, respectively. We carried 

out usefulness and acceptability surveys after the pilot and implementation. From November 2017 

until October 2019, we applied the Global Goods Maturity Model (GGMM) on SORMAS to assess the 

maturity of SORMAS over time. The GGMM comprised of core indicators: (1) global utility, (2) 

community support, and (3) software maturity. 

Results  

From the systematic review of the selected 58 of specific mHealth tools out of 1200 publications, only 

three tools, namely Community Care, Sense Ebola Followup, and SORMAS, supported all four of these 

functionalities (surveillance, case management, laboratory data management, and contact tracing 

functionalities). A total of 31 and 74 health workers took part in the survey in 2015 and 2018, 

respectively. In 2018, 94% (CI: 89-100%) of users stated that the tool was useful, 92% (CI: 86-98%) 

would recommend SORMAS to colleagues. In 2015, the percentages were 74% (CI: 59-90%), 90% (CI: 

80-100%), respectively. The assessment of SORMAS applying the GGMM showed that SORMAS had 

ten point-score each in global utility, community support, and software maturity. In 2019, SORMAS 

had reached a combined total score of 30/30 (100%) of the GGMM for digital health software tools.  

Conclusion Only three tools seemed to cover all four key functionalities relevant for the response to 

EVD outbreaks and possibly most promising for further development of which SORMAS is one of them. 

Health workers have recurrently rated SORMAS very high on usefulness, acceptability, and reported 

definite improvement over time from 2015 to 2018. SORMAS is the first eHealth tool for public health 

disease surveillance that has accomplished the full 100% score of the GGMM and the first outbreak 
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response tool to do so. SORMAS seems to be one of the most comprehensive and mature tools of its 

kind. 

 

1 INTRODUCTION 

Electronic and mobile digital health (eHealth and mHealth) are fast developing fields from which a 

large number of digital software tools are implemented. Many initiatives and programs integrate 

eHealth tools for secure, useful, and timely dissemination of data for action. Despite the expansion of 

these tools to several areas of need, many of them are developed and implemented in selected 

geographical regions as pilots and for a limited time (Tom-Aba et al., 2018). The sustainability of these 

tools is a crucial indicator of successful development and implementation. The limitation to the 

sustainability of eHealth tools is characterized by the following; 1.) The lack of integration of standard 

frameworks during development, 2.) The inability to create a diverse pool of continuous donor 

support, and 3.) The generalized method of development without serving a targeted objective 

(AbouZahr C., Boerma T., 2005, Free C., Phillips G. et al., 2013, and Qiang CZ., Yamamichi M. et al., 

2011). In the field of public health, funding and sustainability are crucial indicators for success, and 

many initiatives depend on scarce public resources. There are many eHealth tools developed and 

implemented in many countries, and, to assess which tool to use efficiently, many factors must be 

taken into account, including but not limited to;  a.) The portfolio of functions; b.) The user-friendliness 

of the system and user acceptability and, c.) the sustainability and contribution to global goods.  

The 2014/2015 Ebola Virus Disease (EVD) outbreak in West Africa exposed the innate weakness of the 

surveillance system in West Africa (Tom-Aba et al., 2018). However, the situation gave rise to several 

mHealth tools to be piloted and implemented across the region. The successful containment in Nigeria 

made the country a use case for other countries within the region. The national EVD team was made 

up of several experts, including epidemiologists, laboratory technicians, medical doctors, and IT 

informatics experts. They contributed to the successful containment of Ebola in 2014 (Faisal Shuaib 

et., al, 2015). The data team unit of the Ebola-Emergency Operation Center (EOC) developed a mobile 

application and deployed it for health workers and disease surveillance officers to collect real-time 

data. The teams were trained each day and given smartphones for reporting. The efficiency of daily 

situation reports increased from 50% to 100% in 24 hours and continued so until the end of the 

outbreak (Tom-Aba et al., 2015). The innovative mHealth approach that contributed to the 

containment of the Ebola outbreak in Nigeria (2014/2015) led to the development of Surveillance, 

Outbreak Response Management, and Analysis System (SORMAS).   

1.1 Review of the use of open-source mobile health case detection and outbreak management systems 

for infectious disease control  

Infectious disease containment is a critical factor in limiting the spread of the disease within a 

population. Rapid detection, identification and follow up of potential cases in real-time has become 

the game-changer in the last five years following the Ebola Virus Disease (EVD) outbreak in 2014/15 

(Moyer D. et al. 2017). The outbreak identified gaps within the health structures in affected countries 

that bordered on delayed case detection, inefficient contact tracing, and follow up, laboratory data 

management, and real-time surveillance (Denecke, K. 2017). According to Dhillon et al. (2014), specific 

interventions are required for controlling major outbreaks that could result in pandemics. These 
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interventions include community engagement, identification of contacts, monitoring of contacts for 

symptoms, rapid laboratory confirmation, isolation and treatment, and safe burials (Dhillon et al., 

2014). The combination of these interventions can be harnessed to stop transmission and contain an 

outbreak (Dhillon et al., 2014). Real-time data for action, coordination of interventions, and strategy 

are important for dynamically changing epidemic patterns (Tom-Aba et al., 2018). There was a lack of 

an overview of what categories of tools were available and used during the EVD outbreak in 2014/15. 

It was important to identify the most promising approaches and tools guided for further development 

and work as a one-shop approach with several key functionalities, as explained by Dhillon et al. (2014) 

within one tool. 

1.2 Integrated disease surveillance and response (IDSR) strategy 

The Integrated Disease Surveillance and Response (IDSR) is a strategy that aims to strengthen 

surveillance and response at each stratum of the health system by building local capacities; leveraging 

strengths and expertise through partnerships and co-ordination in resource-poor settings (Phalkey, 

R.K., Yamamoto, S., et al., 2013). Vertical single disease surveillance strategies constitute a major 

challenge because they are designed to provide data to the national level where decisions are made 

with little or no coordination from the lowest reporting level (Franco et al. 2006). IDSR in West Africa   

aims to facilitate coordinated and harmonized strategies and methods. Usefulness and acceptability 

are among the most important attributes to take into account because it is the users who will do the 

work. Without them, no system can be successful (Wilkins, K., Nsubuga, P., et al., 2008). According to 

Klauck D.N. et al. (1988), a surveillance system evaluation should measure whether that system is 

helping a useful public health function and is meeting the system's objectives (Klaucke, D.N., Buehler, 

J.W., et al., 1988). 

1.3 Challenges related to disease surveillance and outbreak response 

In low and middle-income countries, weak health infrastructure, obsolete surveillance systems, and 

concepts, shortage of human, technical, and financial resources are major issues that impact effective 

disease surveillance (Hitchcock et al. 2007). An ideal surveillance department at any level requires 

trained staff, adequate transportation means, and logistics to function effectively (Dairo, M.D., et al., 

2010). The training and follow up supportive supervision of health workers on mHealth solutions may 

have the capacity to reduce these challenges (Phalkey, R.K., Yamamoto, S., et al., 2013). In Nigeria, 

technological knowledge about mHealth surveillance systems among health workers is quite low, and 

as a result, they need to be trained and followed up before they can accept and use such a tool (Bawa, 

S.B. and Olumide, E.A., 2005).  

1.4 Pilot implementation studies for surveillance and response software in developing countries 

According to Adeoye O., Tom-Aba D. et al. (2017), involvement with the Nigeria EVD response in 2014 

provided a framework for the tool design. The development of the tool from the initiation phase to 

piloting phase was eight months, and there was a collaborative effort of stakeholders in the design 

process with strict adherence to IDSR guidelines and International Health Regulations (IHR). IDSR was 

used as a reference for the data model. In a pilot implementation phase, the need for prior training 

and continuous supervisory availability on site should not be underestimated even for user-friendly 

tools (Adeoye O., Tom-Aba D., et al., 2017). The pilot was a success attributing to the fact that the 

development of the tool was user-centric in its methodology. The approach was a design-thinking 
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workshop with all potential users of the system and stakeholders. The outcome of the pilot showed 

increased acceptability and usefulness of the system during the pilot in Kano and Oyo states (Adeoye 

O., Tom-Aba D., et al., 2017).   

1.5  Technical development of Surveillance Outbreak Response Management and Analysis System 

(SORMAS) for infectious disease control 

The Helmholtz Centre for Infection Research (HZI), along with other key partners, developed SORMAS 

as an open-source mHealth and eHealth application software, to enable health workers to inform the 

public health departments about new cases of priority diseases and manage outbreak response at the 

same time. The HZI and partners developed SORMAS as a prototype Hana SAP platform in 2015 for a 

short field pilot during the EVD response in West Africa (Fähnrich C. et al., 2015). The first version of 

SORMAS was mainly developed for EVD and included Measles, Cholera, and Anthrax in its initial 

implementation. In 2016, The HZI, through the funding and assistance of the Deutsche Gesellschaft für 

Internationale Zusammenarbeit (GIZ), fully migrated SORMAS to an open-source platform expanding 

its portfolio to 7 diseases including the laboratory data management component (Tom-Aba D. et al. 

2018). In 2017, the monkeypox outbreak response in Nigeria initiated the pilot and Adhoc activation 

of SORMAS that expanded SORMAS to 10 diseases with further functional and technical characteristics 

(Silenou B.C, Tom-Aba D., et al., 2020). In 2018, The Nigeria Center for Disease Control (NCDC) initiated 

SORMAS rollout across 15 federal states within Nigeria while responding to simultaneous outbreaks. 

At this time, the number of diseases in SORMAS increased to 12 diseases, a French version of SORMAS, 

and additional technical features. In 2019, with the support of the Ghana Health Services (GHS) and 

the Ghana Community Network (GCNET), HZI deployed SORMAS as a pilot project in Ghana and 

included the clinical management module while completing 100% of the global goods maturity model 

(Tom-Aba et al., 2020). SORMAS is a process and user management system, which supports supervisors 

to validate cases and control the spread of disease. The objective of SORMAS is to improve infectious 

disease control and management by advocating control measures on time and verification of potential 

cases. SORMAS provides a framework for validated real-time surveillance data, which reduces the 

disease burden through enabled contact follow up and symptom detection during visits. SORMAS 

offers an easy to use, user-centric interface following international standards. SORMAS, as a multi-

functional software, can be used for case surveillance, activity tracking, laboratory data management, 

contact tracing, and disease detection to prevent and manage outbreaks that may occur. SORMAS also 

uses a multi-directional information exchange synchronizing user requests as well as sending feedback 

to the different users within the existing surveillance system (Fähnrich C et al., 2015). SORMAS was 

specifically developed for resource-poor settings and is free of charge while adhering to the highest 

data protection standards, open access policy, and good scientific practice.  

1.6  Systematic evaluation of public health surveillance systems 

The systematic and continuous evaluation of disease surveillance systems is a proven process in 

ensuring an efficient capturing, analysis, and interpretation of data.  The information generated is used 

for planning, implementation, and assessment of rapid response and action (Thacker, S.B. et al., 1988). 

The Center for Disease Control and Prevention (CDC) guidelines for evaluating public health 

surveillance, states that an established surveillance system within a country should be periodically 

reviewed based on their cost, usefulness, and quality (Thacker, S.B., Parrish, R.G. and Trowbridge, F.L., 

1988). In assessing quality, evaluators should review the following seven attributes of a surveillance 
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system: (i) sensitivity, (ii) specificity, (iii) representativeness, (iv) timeliness, (v) simplicity, (vi) flexibility, 

(vii) acceptability (Thacker, S.B., Parrish, R.G. and Trowbridge, F.L., 1988). The focus of the thesis, in 

this regard, focuses on evaluating a surveillance system based on usefulness and acceptability. 

International health organizations now support the use of mHealth applications guided by evidence 

validating their usability, functionality, reliability, and impact under a real-life setting (Labrique, A.B., 

Vasudevan, L., et al., 2013).  

1.7  Global goods maturity model assessments 

Global agencies,  policymakers, ministries of health came together to create guidelines to support 

these kinds of technologies, which are meant to assist Government agencies and stakeholders in 

launching and scaling up sustainable digital health innovations (Health Data Collaborative, 2017). The 

concept of the global goods maturity model (GGMM) for software development, implementation, and 

support stemmed from this collaborative effort. The main objective was to fast track development and 

scale-up of successful digital health solutions to campaign for improvements (Digital Impact Alliance 

(DIAL), 2017 and PATH. Digital Square 2017). Health strengthening through enhancing country 

information systems would contribute to better decision making and, ultimately, better health (Digital 

Impact Alliance (DIAL), 2017). Digital Square, which is an enterprise aimed at managing international 

efforts to develop and broadly share useful free and open-source digital tools, included 18 mHealth 

tools into the database of digital health software referred to as “Global goods software” Digital Square 

also included SORMAS as a global goods software (Digital Square (PATH). Global Goods Guidebook, 

2019). We identified the GGMM to be an appropriate concept in assessing the maturity of SORMAS 

because; a.) GGMM has a particular focus on health software and those used in low resource settings; 

b.) the objectives of GGMM matches well with the mission of SORMAS; c.) the scope of most of the 

tools included in the GGMM guidebook fit to that of SORMAS. According to the GGMM, global utility, 

community support, and software maturity are the main concepts used to determine the maturity of 

global goods software. Hence, we applied the concepts to SORMAS to determine their maturity (Tom-

Aba et al., 2020).   

The objective of the thesis is to methodically assess SORMAS in comparison to other related tools in 

terms of functionality and technical characteristics, evaluate how end-user health workers in Nigeria 

perceive, accept, use it and to assess to what extent the tool is mature in the context of global goods 
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2 METHODS 

2.1 A systematic review of mHealth apps for the management of the 2014/15 Ebola outbreak 

During the Ebola outbreak in 2014, the use of different mobile apps for the outbreak raised a question 

to understand what tools exist which were developed and implemented for Ebola surveillance and 

outbreak response. We wanted to identify which tools could potentially be further scaled-up across 

Africa as a surveillance and outbreak response tool. We looked at the critical functionalities of the 

mobile health tools used with regards to four key features; (1) surveillance capability, (2) contact 

tracing, (3) case management, (4) laboratory data management (Tom-Aba, D. et al., 2018). We 

conducted a systematic search of articles published in Google Scholar, Medline, CAB abstracts, 

POPLINE, and Web of science. We limited our search from January 1, 2014, to December 31, 2015. We 

used the search criteria (“Outbreak” OR “Epidemic”) AND (“mobile phone” OR “smartphone” OR 
“smartphone” OR “mobile phone” OR “tablet” OR “mHealth”) AND (“Ebola” OR ”EVD” OR “VHF” OR 
“Ebola Virus Disease” OR “viral hemorrhagic fever”) AND (“2014” OR “2015”) (Tom-Aba, D. et al., 

2018). The first step was to screen abstracts and journal titles. We threw out publications that were 

either editorials, summaries, commentaries, and videos. The next step was to identify those 

publications that described events that covered a mHealth tool and was used for the Ebola outbreak 

or other hemorrhagic fever outbreaks. The next step was to select the full articles, which reported 

about the characteristics of the tool itself. We then categorized each mHealth tool based on critical 

functionalities, technical features, and epidemiological characteristics (Tom-Aba, D. et al., 2018). The 

main aim was to generate an overview of mHealth tools that were developed from 2014 to 2015 to 

identify tools with the most promising portfolio of functionalities, which might build the basis for 

further mHealth developments for infectious disease surveillance and control (Tom-Aba, D. et al., 

2018). 

2.2  User evaluation of SORMAS after field deployment in Nigeria in 2015/2018 among hospital 

informants 

In 2015, during the first pilot of SORMAS in Nigeria, the HZI with key partners deployed the prototype 

version of SORMAS (SORMAS-2015) in Kano state and Oyo state (Fähnrich, C. et al., 2015). We 

administered a user evaluation survey to measure the usefulness and acceptability of SORMAS-2015 

among hospital informants (Tom-Aba et al., 2018). In response to the outcome of the user survey 

during the 3-month pilot, HZI re-developed SORMAS into an open-source platform (SORMAS-2018), 

including additional functionalities and a complete overhaul of the user interface and user experience 

in 2016 (Tom-Aba et,.al, 2018).  Kano state re-deployed SORMAS-2018 among the same hospital 

informants, and we administered a user evaluation survey to them asking the same questions about 

the usefulness and acceptability of SORMAS-2018 to compare improvement with SORMAS-2015. We 

provided the health workers with 2.5-inch mobile smartphones with SORMAS-2015 installed compared 

to 7-inch smart tablets with SORMAS-2018 installed (Tom-Aba, D. et al., 2018).  The login 

authentication protocol deployed in SORMAS-2015 was very complicated (network dependent 3-tier 

authentication protocol) for the hospital informants to access SORMAS-2015 compared to SORMAS-

2018 that only required a one-time encrypted password stored on the device while creating a 4-digit 

pin to authenticate the app anytime it was being used with or without network availability. SORMAS-

2018 was designed as a user-centric application by the end-users for the end-users. We conducted six 

different design-thinking workshops with a total of 65 clinicians, laboratory technicians, and 
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epidemiologists from Germany and eight other African countries. We generated disease-specific 

process models for Ebola, Cholera, Measles, Influenza from the design thinking workshop in 2015 for 

SORMAS-2015 while integrating additional process models for the following diseases such as Lassa 

fever, Monkeypox, Dengue fever, Yellow fever, Meningitis, and Plague into SORMAS-2018 (Tom-Aba 

D. et,.al, 2018). In 2015, the Kano and Oyo state government selected 31 hospital informants from 

private and public health facilities for the SORMAS-2015 pilot. The state epidemiologist for Kano and 

Oyo states made the selection based on previous reporting activities and incidence of the disease 

reported in those health facilities.  

In 2018, the Kano state government deployed SORMAS-2018 in all private and public health facilities 

within two districts (Adeoye, O. et al., 2017). After a two-day training exercise, we deployed SORMAS-

2015 for a five-week pilot from June 2015, administering a pre-implementation questionnaire, and in 

July 2015, after the pilot, administered a post-implementation survey (Adeoye, O. et al., 2017).  For 

SORMAS-2018, 80 hospital informants from the two districts also attended a two-day training with one 

extra day for a refresher training. We administered a post-implementation questionnaire to the 

hospital informants in February 2018, two months after the deployment of SORMAS-2018, to compare 

post-user evaluation in 2015 and 2018. In both post-implementation questionnaires, we asked the 

hospital informants if they wanted to use SORMAS for their routine surveillance work (usefulness: 

yes/no), if they would recommend SORMAS to their colleagues (acceptability: yes/no), and whether 

the users had experienced login problems during use (login difficulty: yes/no).  The post-

implementation questionnaire for SORMAS-2015 was paper-based compared to an online 

questionnaire for SORMAS-2018. In the statistical analysis, we calculated comparison of respondent 

characteristics between 2015 and 2018 using the chi-square test and proportions. We obtained written 

consent from study participants was obtained from all respondents while keeping the responses 

pseudonymized. The principal investigator ensured that the Hannover Medical school ethics board 

approved the study, and the study was cleared by the Nigeria Centers for Disease Control (NCDC) (Tom-

Aba D. et al., 2018). 

2.3 Digital Health Global Goods Maturity Assessment of the Surveillance Outbreak Response 

Management & Analysis System (SORMAS) 

We applied the global goods maturity model version 1.0 on SORMAS from November 2017 until 

October 2019 to assess the level of global good maturity that SORMAS has attained. The global goods 

maturity model contained 15 sub-indicators grouped into the following three core indicators: (1) global 

utility, (2) community support, and (3) software maturity. Each sub-indicator divides into three possible 

values from -1 for “low,” 0 for “medium,” and 1 for “high.” Each value contains a definition listed in 
table 1 (Tom-Aba D., 2020). Given that the GGMM scoring values range from negative to positive 

values, we applied the following transformation to allow percentage values for summary scores: 

MS = 5 * [MEAN (Si)] + 5                                                                               (1) 

Where, MS = maturity score for each core indicator, Si= vector containing scores of the sub-indicators, 

i= 1,…, 5 

Periodically, the HZI and key partners assessed the completion of SORMAS in the 15 sub-indicators. 

Subsequently, HZI and software developers re-prioritized the software roadmap and the work plan of 
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SORMAS to dedicate resources and progress to those sub-indicators for which a full score had not yet 

been reached (Tom-Aba D. et al., 2020).  

3 RESULTS 

3.1 A systematic review of mHealth apps for the management of the 2014/15 Ebola and Viral 

hemorrhagic fevers (VHFs) 

From the systematic review, we identified 1220 publications from Google Scholar, after extraction and 

selection, 79% (965 of 1220) were original publications of which 15%(145 of 965) addressed mHealth 

used during the 2014-15 EVD outbreak response and Viral hemorrhagic fevers (VHFs). Of the 145 

publications that addressed mHealth tools, 53% (77 of 145) reported on 58 mHealth tools. The 

flowchart in figure 1 shows the number of papers retrieved, extracted, and selected following the 

Preferred Reporting Items for Systematic Reviews and Meta analysis approach (PRISMA (Tom-Aba D 

et al., 2018).  
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Figure 1. Preferred Reporting Items for Systematic Reviews and Meta Analyses (PRISMA) method for the 

selection of publications on mHealth tools for the 2014-2015 Ebola virus disease outbreak. EVD: Ebola virus 

disease (Tom-Aba D. et al., 2018). 

For the key functionalities, 62% (34/55) tools offered features for surveillance, 22% (10/45) for case-

management, 18% (7/38) for contact-tracing, and 6% (3/51) for laboratory data management. For 

(3/58, 5%) tools, namely Community Care (CommCare), Sense Ebola Follow-up, and Surveillance and 

Outbreak Response Management and Analysis System (SORMAS) supported all four of these 

functionalities (Tom-Aba D. et al., 2018). For the technical characteristics of these tools, 27% (9/33) 

tools worked offline, and 63% (36/58) tools were open source. Table 3 in (Tom-Aba D. et al., 2018) 

shows more characteristics that are technical. For epidemiological characteristics of these tools, 9% 

(5/55) tools did not specify if they had outbreak management module, 18% (7/38) tools had 

event/rumor management, 60% (36/40) tools had completed a systematic evaluation, and 62% (26/42) 

were piloted or deployed in the outbreak regions. Table 4 in (Tom-Aba D. et al., 2018) shows the 

epidemiological characteristics. None of the 58 mHealth tools covered all four key functionalities, all 

seven technical features, and all ten epidemiological aspects (Tom-Aba D. et al., 2018). SORMAS 

included 20 functionalities and characteristics, the highest within one tool, 1 of its missing components 

being open source in 2015 (Tom-Aba D. et al., 2018). 

3.2 User evaluation of SORMAS after field deployment in Nigeria in 2015/2018 among hospital 

informants 

In 2015, all sampled 31/31(100%) hospital informants filled out the paper forms compared to 74/80 

(93%) hospital informants that participated in the post-implementation survey in 2018. Of the 80 

hospital informants that we recruited and trained, only 74 hospital informants used SORMAS for their 

daily work after the training in 2018. For comparison of survey respondents' characteristics between 

2015 and 2018, the average participant age was 40 years in 2015 compared to 36 years in 2018. There 

was no difference in the participant demographic characteristics (sex, facility type, and settlement) 

between both groups in both years. Using a chi-square test to check for differences between the 

groups in both years, 8(26%) of the 2015 participants were between 18-34 years compared to 33(45%) 

of the 2018 participants. For the participants within the age group of 35-54 years, 23(74%) were from 

2015 compared to 41(55%) from 2018. The older population in 2015 was more than the older 

population in 2018. There was no significant difference in the ages between both groups [chi2 = 3.2, 

p-value = 0.072] (Tom-Aba D. et al., 2018). 

For the gender of participants, 8(26%) of the 2015 participants were female compared to 12(16%) of 

the 2018 participants. For the participants who were male, 23(74%) were from 2015 and 62(84%) from 

2018. There was no major difference in the gender between both groups [chi2 = 1.3, p-value = 0.254] 

(Tom-Aba D. et al., 2018). For the facility type of participants, 20(65%) of the 2015 participants were 

from public health facilities compared to 50(68%) of the 2018 participants. For the participants who 

were from private health facilities, 11(35%) were from 2015 and 24(32%) from 2018. There was no 

significant difference in the facility type between both groups [chi2 = 0.1, p-value = 0.762] (Tom-Aba 

et. al, 2018). For the type of settlement of participants, 16(52%) of the 2015 participants lived in urban 

areas compared to 54(73%) of the 2018 participants. For the participants who lived in rural areas, 

15(48%) were from 2015 and 20(27%) from 2018. There was a major difference in the urban/rural 

settlements between both groups [chi2 = 4.5, p-value = 0.034] (Tom-Aba D.  et. Al, 2018).  
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For comparison of survey respondents' assessment on usefulness, acceptance, and ease of login of 

SORMAS between 2015 and 2018 surveys, see table 2 below.  

Table 2. Comparison of survey respondents' assessment on usefulness, acceptance, and ease of login between 

2015 and 2018 surveys (Tom-Aba et al., 2018). 

Variable 
2015 (N=31) 2018 (N=74) 

Chi2 p-value 
n (%) 95% CI n (%) 95% CI 

Usefulness: would want to use SORMAS in surveillance work 

Yes 23(74.2)  (58.8 - 89.6) 70(94.6) (89.4- 99.7) 
8.98 0.003 

No 8(25.8) (10.4 – 41.2) 4(5.4) (0.3 – 10.6) 

Acceptability: would recommend SORMAS for their colleagues 

Yes 28(90.3) (79.9 - 100) 68(91.9) (85.7 - 98.1) 
0.07 0.793 

No 3(9.7) (0 - 20.1) 6(8.1) (1.9 - 14.3) 

Ease of login: encounter problems with SORMAS login 

Yes 27(87.1) (75.3 – 98.9) 14(18.9) (10.0 – 27.8) 
42.67 <0.001 

No 4(12.9) (1.1 – 24.7) 60(81.1) (72.2 - 90.0) 

3.3 Digital health global goods maturity assessment of SORMAS 

In November 2017, we migrated SORMAS from a tabletop pilot version to a real-life deployed open-

source software and deployed in 8 federal states and 33 local government areas (LGA) during the 

monkeypox outbreak. By February 2018, the NCDC, through the support of HZI, deployed SORMAS in 

3 additional federal states (71 LGAs) for meningitis outbreak. In March and April 2018, NCDC further 

deployed SORMAS in 3 additional states (49 LGAs, five health facilities) for the Lassa fever outbreak.  

As of October 2019, NCDC has fully established SORMAS for all epidemic-prone diseases in 15 federal 

states (including the federal capital), 287 local government areas, 37 health facilities, and 

approximately 700 users covering 75 million population. Through the use of SORMAS, health workers 

have been able to manage multiple outbreaks simultaneously across the country. The assessment of 

SORMAS applying the GGMM showed that SORMAS had a ten out of ten point-score each in global 

utility, community support, and software maturity. (See table 3 in Tom-Aba D. et al., 2018 showing the 

three core indicators (global utility, community support, and software maturity) for SORMAS 

development from November 2017 to October 2019).  
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4 DISCUSSION 

4.1 Systematic review, user evaluation, acceptance, and global goods assessment of SORMAS 

Electronic and mobile digital health (eHealth, mHealth) have proven to be effective in providing a 

framework for real-time data and decision making to control infectious disease. Despite the limitations 

that exist with digital tools concerning weak resource areas, network challenges, training needs, and 

follow up, the ability of a tool to surmount these challenges depends on how the development and 

implementation of the tools address the user-driven needs. The systematic review of mHealth tools 

conducted by Tom-Aba D. et al. (2018) was supplemented in 2020 by another rapid review by 

Yavlinksky A. et al., (2020) from University College London (UCL) which expanded its purview beyond 

2014-15 to 2020 and also included more diseases and technical functionalities in its search criteria. 

Yavlinksky A. et al. (2020) also came to the same conclusion that SORMAS was one of the most up-to-

date and scientifically proven mHealth tools for disease detection, case surveillance and management, 

contact tracing and laboratory data management (Yavlinksky A. et al., 2020). The University College 

London (UCL) review strengthened Tom-Aba D et al. 2018 review even though they were not involved 

or affiliated with SORMAS; however, it concluded that SORMAS is the best for disease detection case 

surveillance, contact tracing, and laboratory data management. From personal communication with 

Yavlinksky A., UCL has decided to deploy SORMAS for Tanzania (personal communication). Embedding 

the technical characteristics and key functionalities of SORMAS with its user-centric methodology 

provides a framework for end-user acceptability and usefulness of SORMAS (Tom-Aba D. et al. 2018).  

The sustainability of SORMAS has proven its use in Nigeria and Ghana as the primary surveillance and 

outbreak response tool for the national surveillance system in the country. Equipping health workers 

in Nigeria with the right user-centric software tools and efficiently following them up has provided a 

framework through SORMAS that produced high acceptance and intrinsically motivated them to use 

SORMAS for their daily work. This is a very crucial indicator for successful development and 

implementation. It is important to prioritize the further development and deployment of SORMAS with 

its function as a one-shop approach with several key functionalities within one tool. SORMAS, as a 

global goods software, has proven to be globally useful, acceptable to the community, and contains 

the ability to dynamically mature with the users’ perception and increasing needs. 

4.2 Interpretation of findings 

4.2.1  Interpretation of findings from a systematic review 

The main objective of the systematic review of mHealth apps for the management of the 2014/15 

Ebola outbreak was to produce a summary of mHealth tools that were developed from 2014 to 2015. 

The secondary objective was to ascertain which tools had the most promising set of functionalities that 

might construct the foundation for further mHealth developments for infectious disease surveillance 

and control. We observed from the review that many mHealth tools that we identified in the search 

results were developed for the 2014/2015 EVD outbreak and VHFs.  The disparate nature of the 

functionality of each tool indicates a post-planned attempt to develop tools aimed at containing the 

EVD outbreak. However, only a few tools appear to have contained sufficient medical and public health 

expertise to address the procedural and technical needs (Tom-Aba D et al., 2018). For the critical 

functionalities of surveillance and outbreak management (surveillance capability, contact tracing, 

laboratory management, and case management), only three tools (SORMAS, COMMCARE, and Sense 
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Ebola Follow up) had the overall capability and contain embedded functional requirements for data 

reporting and analytics through an integrated implementation of the surveillance guidelines and 

standards regarding functionality (Tom-Aba D et al., 2018). CommCare was used during the EVD 

outbreak in the endemic regions of EVD. CommCare technology was chosen to support the 

implementation of the Government Response Plan against EVD to obtain rapid and reliable 

information as well as facilitate contact tracing. CommCare was developed primarily for contact tracing 

and deployed in response to the Government response plan against EVD to get real-time data and 

information that was authentic, including an efficient contact tracing system. Open data kit (ODK) for 

CommCare was used as a mobile intervention in the field while synchronization its data with 

CommCare servers. Sense Ebola follow-up app was also deployed primarily for contact tracing and was 

used for real-time data capture, follow up of cases, and visits. It also had an automatic alert system for 

detecting temperature readings more than 38 degrees Celsius for contacts who became symptomatic. 

One tool that was closest in functionalities to the three tools identified, which was not designed to 

manage interventions as needed for infection control and outbreak response, was the District Health 

Information System 2 (DHIS2). DHIS2 has the advantage of being widespread in West Africa as a health 

management information system. Disease surveillance and outbreak response tool should be able to 

feed information into every task related to a particular officer and improve each task assigned to the 

officer (Tom-Aba D et al., 2018). SORMAS, CommCare, and Sense Ebola Follow mHealth tools 

supported all functions and tasks related to case management, surveillance, and contact tracing. 

SORMAS was piloted in the field during the Ebola outbreak after the epidemic in Nigeria, which was 

based on a practical EVD outbreak scenario (Tom-Aba D et al., 2018). Sense Ebola follow-up was 

developed and deployed during the Nigeria EVD outbreak (Tom-Aba et al., 2015). With the given nature 

of outbreaks, which tend to occur sporadically, the data processed during an outbreak is comparable 

to that handled for surveillance activities, it is, therefore, necessary to aim for a system that can 

function as a surveillance tool as well as an outbreak management tool (Tom-Aba et al., 2015). 

4.2.2 Interpretation of findings from user evaluation 

The objective of the user evaluation of SORMAS after field deployment in Nigeria in 2015/2018 among 

hospital informants was to compare post-implementation evaluation between hospital informants in 

2015 and 2018 regarding the usefulness and acceptability of SORMAS-2015 and SORMAS-2018 

respectively for the daily tasks.  The post-implementation evaluation showed that there was significant 

improvement between the SORMAS-2015 and SORMAS-2018 versions regarding usefulness and ease 

of access. For the participant groups in both years, many of them consistently accepted the SORMAS 

application and stated that they would recommend their colleagues to use SORMAS. For the ease of 

access, it was evident that changing the authentication login protocol would improve access to the 

app. Sizeable 7.1-inch screen tablets were provided to the participants in 2018 compared to 2.5-inch 

smartphones, and that also contributed to the acceptability, ease of use for the SORMAS-2018 group. 

We have simplified the security architecture of the SORMAS-2018 version with a 4-pin authentication 

architecture. However, with increased data protection and security frameworks, we may be forced to 

build an encrypted security kernel on the tablets for the third layer of authentication, but this would 

not affect the users in any way (Dasgupta, D., Roy, A. and Nag, A., 2016). We observed an increased 

enthusiasm regarding the usefulness of SORMAS-2018. This improvement is most likely because 

SORMAS-2018 covered ten diseases compared to four in the SORMAS-2015 version and included the 

laboratory module and laboratory technicians as additional users in the persona (Tom-Aba et al., 
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2018).  We also opined that mobile technology and information importance had also increased from 

2015 to 2018. Many people would have imbibed these technologies and seen its usefulness for social 

life and business. Hence, the development of SORMAS since 2015, adding to this, could explain the 

usefulness rating stated by the participants. We also observed several limitations:  The study 

populations were not precisely the same apart from the fact that they had the same demographic 

characteristics and worked in the same field and had similar educational backgrounds between 2015 

and 2018. The type of survey instrument used between 2015 (paper-based) and 2018 (online based) 

limited comparability (Tom-Aba et al., 2018). 

4.2.3 Interpretation of outcome of Global good maturity model (GGMM) assessment of SORMAS  

The objective of the global good maturity model was to ascertain that SORMAS has completed the full 

score of the GGMM. The process from the decision to migrate a prototype based on an SAP proprietary 

technology stack to open-source software in 2016 until the accomplishment of the full score lasted 

three years. There is no registry or publicly available documentation of tools that have applied the 

GGMM assessment except District Health Information System 2. Of all the mHealth tools selected as 

global goods software listed in the GGMM guidebook, none has yet accomplished over 90% in the full 

score, nor are we aware of any other tool that has reached it. Thus, it appears very likely that SORMAS 

may be the first and so far only digital tool that has accomplished the full score of the GGMM. SORMAS 

has multiple revenue streams and funding mechanisms, which has enabled SORMAS development 

since 2016 to progress. 

4.2.3.1 Short discussion on methodological limitations 

For the systematic review, only a small percentage of the identified publications were found in peer-

reviewed scientific publication databases like PubMed, although duplicates of the publications 

identified in Google Scholar. This was a major limitation of our approach. Health informatics systematic 

review methods are not well established in evidence-based medicine and may have little value for IT 

projects to publish findings in peer-reviewed scientific journals. Another limitation was the fact that 

we limited our scope to 2015 and Ebola and VHFs. Removing these filters would have resulted in a 

large output with a tremendously low positive predictive value that could not be managed properly, 

however, UCL review 2020 also opined and collaborated the fact that SORMAS is still the best for case 

detection, management, contact tracing, and laboratory data management. 

The scoring model of the GGMM version 1.0 was straightforward to apply; however, there seem to 

exist some limitations in its use that concerned some of the criteria of the sub-indicators. Some 

definitions included the logical functions of “AND” or “OR” combinations that negated the overall 
criteria if one part of the criteria were fulfilled and the other not. Although the GGMM kept the 

calculation simple by introducing equal weights for all 30 sub-indicators, it may not be a perfect 

representation of the differences in importance for various indicators. Some indicators addressed two 

or more directional criteria in terms of progressive activities or increased number of events. The self-

assessment nature of the GGMM could also introduce a certain degree of bias. 
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5 CONCLUSION/OUTLOOK 

SORMAS has indeed proven to be highly accepted, perceived to be recommendable to users, and 

widely used for disease detection, outbreak control, and response while being one of the first mHealth 

tools to have scored 100% in the GGMM model in 2019. The unique technical and functional 

characteristics of SORMAS clearly showed that tools that combine these characteristics and 

functionalities within one system have a higher ability to be useful, acceptable and meet any global 

criteria concerning infectious disease control and response. SORMAS appears to be scientifically 

developed with a state of the art methodological framework and is currently the most advanced of its 

kind. The evidence has clearly been shown in the thesis.  Additional studies are now ongoing for 

SORMAS within the HZI research and development framework while plans to roll out nationwide in 

Nigeria, increase deployments in Ghana and Tanzania and subsequently roll out a vaccine campaign 

module of SORMAS in Afghanistan are underway.  
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Silenou, B.C., Tom-Aba, D., Adeoye, O., Arinze, C.C., Oyiri, F., Suleman, A.K., Yinka-Ogunleye, A., 

Dörrbecker, J., Ihekweazu, C. and Krause, G., 2020. Use of Surveillance Outbreak Response 

Management and Analysis System for Human Monkeypox Outbreak, Nigeria, 2017-2019. 

7.1.3  Additional first and co-authors publications directly related to SORMAS produced during the PhD 

program 

Tom-Aba, D., Nguku, P.M., Arinze, C.C., and Krause, G., 2018. Assessing the Concepts and Designs of 

58 Mobile Apps for the Management of the 2014-2015 West Africa Ebola Outbreak: Systematic Review. 

JMIR public health and surveillance, 4(4), p.e68. 

• Conceived and designed a systematic review 

• Developed research question 

• Collected and collated publications from review search 

• Data cleaning and preparing 

• Interpreting PRISMA results and evaluating publications on effectiveness 

• Drafting the manuscript, revising the manuscript 

Tom-Aba, D., Toikkanen, S.E., Glöckner, S., Adeoye, O., Mall, S., Fähnrich, C., Denecke, K., Benzler, J., 

Kirchner, G., Schwarz, N. and Poggensee, G., 2018, September. User Evaluation Indicates High Quality 

of the Surveillance Outbreak Response Management and Analysis System (SORMAS) After Field 

Deployment in Nigeria in 2015 and 2018. In GMDS (pp. 233-237). 

• Searched literature 

• Evaluating publications on effectiveness 

• Drafting the manuscript and revising the manuscript 

Tom-Aba D., Silenou BC, Doerrbecker J, Fourie C, Leitner C, Krause G. Global Goods Maturity Model 
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https://preprints.jmir.org/preprint/15860 

• Initiated manuscript concept  

• Developed matrix of global goods tools  

• Developed research question 

• Collected and collated publications from review search 

• Searched literature 

• Data cleaning and preparing 

• Interpreting results and evaluating publications on effectiveness 

• Data cleaning and preparing 

• Evaluating publications on effectiveness and following up on SORMAS updates for 

attaining 100% in the GGMM 

• Drafting the manuscript, revising the manuscript 
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